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SWROCU reviewed:


	ONLINE CSAE INTELLIGENCE REFERRAL/REQUEST FOR UCOL TACTIC CONSIDERATION – SWROCU


	1. Subject Photos (include both open source and official if exist, plus date of photo)

	
	Surname:
	

	
	Forenames:
	

	
	Date of Birth:
	

	
	Alias:
	

	
	Nationality:
	

	
	RSO (Current/archived/level)
	

	
	PNC ID:
	

	
	PNC Markers/warnings:
	

	
	Firearms markers:
	

	2. Address Intelligence

	Current address (source, date & any risk factors linked):
	

	Other linked addresses (source, date & any risk factors linked):
	

	Occupation and workplace (consider reputational damage/public figure):
	

	Links to any voluntary organisations:
	

	Places frequented:
	

	3. Intelligence Summary and rationale for request of UCOL tactic

	It is imperative the referrer provides as much detail as possible to justify why the online tactic is being considered; this will demonstrate the tactic to be proportionate and necessary to the Authorising Officer. 
What information/intelligence has led to this tactic being considered as proportionate?

Please list:

-intelligence demonstrating risk to children,

-offending or suspected online offending,
-intelligence of online offending with grading,
-previous convictions linked to online offending with MO and disposal,
-enquires completed during any online linked investigation (if present). 
If you are in possession of downloads of the subject’s media devices please supply copies with this referral.
The CSAE investigation team will undertake checks of (unless access is held by the author):

-PND

-Experian

-HMRC


	

	What significant intelligence gap are you trying to fill through use of the tactic? What are you trying to achieve?

	

	4. Significant risks and intelligence gaps 

	Include detail in boxes------->
	Yes
	No
	Unknown

	Does the subject have immediate access to or contact with children? 
(e.g. family, employment (position of trust), volunteering roles, carer)
	
	
	

	Is the subject in any role that may attract interest or damage the reputation of an organisation (e.g. public figure)?
	
	
	

	Is the subject a current or archived Registered Sex Offender (RSO)
	
	
	

	Adverse MASH or Social Care checks? 
	
	
	

	Specialist skills or resources (i.e. computer hacker/IT expert, surveillance trained, significant financial resources)
	
	
	

	Previously attempted/threatened suicide 
	
	
	

	Is the subject’s behaviour or language violent, sadistic, incestuous or extreme in nature? 
	
	
	

	5. Communication Links/ Online Presence / Open Source

	Please provide as much detail as possible regarding online activity. This includes (but is not limited to the below, provided as a guide as to the information that will aid the scoping of this referral): 

Usernames, social media platforms used, email addresses, messaging services used (i.e. WhatsApp), gaming sites used, forums/chat rooms used, internet search history, how the subject accesses the internet, times of usage (day/evening/overnight), do they utilise the dark web or utilise technology to avoid detection (i.e VPN).

	Online/communication M.O. (How have any online communications been initiated or taken place previously?)

	

	Online Presence


	Platform
	URL
	Username
	Display name
	Date

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Communications Data 


	Telephone no
	Provider
	Date linked/source
	Comms data secured (subs/top-up/billing/cellsite)

	
	
	
	

	
	
	
	

	
	
	
	

	E-mail address/es
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Any other relevant information: 

	

	6. Previous involvement with OCAG’s (if any)

	Date of any intervention by an OCAG (inc crime ref):
	

	Is the investigation ongoing or finalised? If ongoing, at what stage of the judicial process is the case and if finalised, what was the outcome: 
	

	What devices were seized and what was the outcome of any examination.
	

	Should advice or support be required in completion of this referral, please make contact with either:

DC Heidi Voaden (Heidi.Voaden@avonandsomerset.police.uk), 
or DS James Hambly (James.Hambly@avonandsomerset.police.uk)



	7. Authorisation 

	SIO: Detective Inspector (or above) with contact details:
	

	Date: 
	

	SIO Objectives – So as to ensure an efficient referral process, please provide objectives you are seeking to achieve through the UCOL tactic. Possible objectives are listed however should you wish to replace then please do so)
	1) To engage with the subject via a platform deemed appropriate and establish an online relationship.
2) To establish/confirm any sexual interest in children the subject may possess.
3) To secure evidence of online offending/intention to commit sexual offences against a child, sufficient to secure a criminal conviction.
4) To establish if the subject has a propensity/intention to travel and meet a child and contact offend.
5) To seek to identify and safeguard any as yet unknown children the subject is in communication with and to protect children from any harm or risk.


Once an initial scoping assessment has been completed and should it be required, contact will be made to request a face to face consultation to discuss the referral. Please provide below details of whom will be available for a face to face and suggested dates/times.
	8. Suggested dates and times for face-to-face consultation if required 

	Dates/time:
	

	Staff member attending (inc e-mail address): 
	


Email completed forms to: 

SWROCUCSEonlineinv@avonandsomerset.police.uk
	9. UCOL Feedback to tasking agency


	Comments and recommendations:
	

	Tasking accepted: 
	

	Supervisor/Manager endorsement:


	

	Date:
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