OFFICIAL SENSITIVE

[image: A logo with a crown and a star

AI-generated content may be incorrect.][image: A picture containing graphical user interface

Description automatically generated]




ONLINE OCG, GANG OR HIGH HARM INTELLIGENCE UCOL REFERRAL/TASKING FORM

Submitting Agency Details:

	

	Force / Agency
	

	SIO and contact details
	

	Submitting Officer
	

	Date of completion
	

	APMIS (ROCU USE ONLY)
	



Subject:
Photo (include both open source and official if exist, plus date of photo)




	

	Surname
	

	Forenames
	

	Date of Birth
	

	PNC ID
	

	CRO
	

	Alias (Relevant / Current)
	


	PNC/Niche/Unify MARKERS
	

	FIREARMS MARKERS (Full Details)
	



Address Intelligence:

	

	Current address (source, date & any risk factors linked):
	


	Other linked addresses (source, date & any risk factors linked):
	




Intelligence summary: 

	It is imperative the referrer provides as much detail as possible to justify why the online tactic is being considered; this will demonstrate the tactic to be proportionate and necessary to the Authorising Officer. 

What information/intelligence has led to this tactic being considered as proportionate?
Please list:
-Offending history with MO and disposal where there has been an online element,
-Intelligence relating to criminality either committed online or promoted online, with grading,
-Intelligence relating to associates and linked platforms with handles utilised.

You MUST include report number and grading

If you are in possession of downloads of the subject’s media devices please supply copies with this referral.

	




























	What significant intelligence gap are you trying to fill through use of the tactic? What are you trying to achieve?

	




Significant Risks and Intelligence Gaps:
 
	

	Include relevant detail in the boxes à
	YES
	NO
	U/K

	Does the subject have any links to firearms offences?
	
	
	X

	Does the subject have any intelligence or previous convictions relating to violence, inc emergency workers?
	

	
	X

	Does the subject have any previous exposure to UC operations?
	

	
	X

	 Is the subject in any role that may attract interest or damage the reputation of an organisation (e.g. public figure)?
	

	
	X

	Specialist skills or resources (i.e. computer hacker/IT expert, surveillance trained, significant financial resources).
	

	
	X

	Previously attempted/threatened suicide.
	
	
	X

	Anything else perceived a being risk to Law Enforcement or the deployment of the UCOL tactic?
	
	
	X

	Does the subject have any links to firearms offences?

	
	
	X



Subject(s) - Communication Links / Online Presence / Open Source Intelligence:

	
Please provide as much detail as possible regarding online activity. This includes (but is not limited to the below, provided as a guide as to the information that will aid the progression of this referral): 

Usernames, social media platforms used, Email addresses, Messaging services used (i.e. WhatsApp), Gaming sites used, Forums/chat rooms used, Internet search history, how the subject accesses the internet, times of usage (day/evening/overnight), do they utilise the dark web or utilise technology to avoid detection (i.e VPN).


	Online/communication M.O. 
(Evidence to indicate personal use of an account, i.e. Facebook profile in existence for a long period, or is the account for criminal/business purposes?)

	








	Online Presence

	Platform
	URL
	Username
	Display Name
	Date

	
	

	
	
	

	
	

	
	
	

	
	

	
	
	

	
	

	
	
	




	Comms Data

	Telephone No
	Provider
	Date last Linked
	Comms data secured (subs/top-up/billing/cellsite)

	
	

	
	

	
	

	
	

	Additional Information:


	










Associates - Communication Links / Online Presence / Open Source Intelligence:

	
Please provide as much detail as possible regarding online activity of associates/friends/family of your subject(s). These do not have to be criminal associates but those that are known to the subject(s) on social media platforms. 

This includes (but is not limited to the below, provided as a guide as to the information that will aide the progression of this referral): 

Usernames, social media platforms used, Email addresses, Messaging services used (i.e. WhatsApp), Gaming sites used, Forums/chat rooms used, Internet search history, how the subject accesses the internet, times of usage (day/evening/overnight), do they utilise the dark web or utilise technology to avoid detection (i.e VPN).


	Online/communication M.O. 
(Evidence to indicate personal use of an account, i.e. Facebook profile in existence for a long period, or is the account for criminal/business purposes?)

	Associates/Friends/Family:








	Online Presence

	Platform
	URL
	Username
	Display Name
	Date

	
	

	
	
	

	
	

	
	
	

	
	

	
	
	

	
	

	
	
	




	Comms Data

	Telephone No
	Provider
	Date last Linked
	Comms data secured (subs/top-up/billing/cellsite)

	
	

	
	

	
	

	
	

	Additional Information:


	










Authorisation:
**Inadequate completion of the below will lead to delay in progression of this referral. Identifying the SIO along with objectives sought to be achieved will enable appropriate and proportionate scoping of this referral in a timely manner**
	

	SIO: Detective Inspector (or above) with contact details:
	

	Date:
	

	SIO Objectives – So as to ensure an efficient referral process, please provide objectives you are seeking to achieve through the UCOL tactic. Possible objectives are listed however should you wish to replace then please do so)
	

	Has contact already been made with a member of the online operations team, SWROCU? Who and what was the outcome?
	




Once complete please e-mail the form to: swrocugateway@avonandsomerset.police.uk

Should advice or support be required in completion of this referral, please make contact with either:
PC Paula Woodhead (Paula.Woodhead@avonandsomerset.police.uk)
or A/DI Alex Spargo (Alex.Spargo@avonandsomerset.police.uk)
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